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Monthly Spam Landscape

Spam activity in February of 2007 was fairly consistent with trends observed in previous
months, though some new wrinkles appeared. Highlights:

¢ Image spam percentages continue to be somewhat volatile and ended the month of
February at a rate of 38%.

e Spam levels remained fairly consistent for the month of February at the SMTP layer and
only increased slightly to 70%.

¢ Image spam literally has a new angle and is now combining slanted text along with other
image spam obfuscation techniques.

e Adult spam continued its decline and has now reached an all time low of 3% of all spam.

Percentages of E-mail Identified as Spam

Defined:

Worldwide Internet Mail Gateway Spam Percentage represents the number of messages
that were processed and classified as spam versus the total number of messages processed
when scanned at the mail gateway. This metric represents SMTP layer filtering and does not
include the volumes of e-mail detected at the network layer.
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A trend line has been added to demonstrate a 7-day moving average.
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Global Spam Categories

Defined:

Spam category data is collected from classifications on messages passing through the
Symantec Probe Network.
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Category Definitions

¢ Products E-mail attacks offering or advertising general goods and services. Examples:
devices, investigation services, clothing, makeup

¢ Adult E-mail attacks containing or referring to products or services intended for persons
above the age of 18, often offensive or inappropriate. Examples: porn, personal ads,
relationship advice

¢ Financial E-mail attacks that contain references or offers related to money, the stock
market or other financial “opportunities.” Examples: investments, credit reports,
real estate, loans

e Scams E-mail attacks recognized as fraudulent, intentionally misguiding, or known to
result in fraudulent activity on the part of the sender. Examples: Nigerian investment,
pyramid schemes, chain letters

¢ Health E-mail attacks offering or advertising health-related products and services.
Examples: pharmaceuticals, medical treatments, herbal remedies

¢ Fraud E-mail attacks that appear to be from a well-known company, but are not. Also
known as “brand spoofing” or “phishing,” these messages are often used to trick users
into revealing personal information such as E-mail address, financial information and
passwords. Examples: account notification, credit card verification, billing updates

¢ Leisure E-mail attacks offering or advertising prizes, awards, or discounted leisure
activities. Examples: vacation offers, online casinos, games

¢ Internet E-mail attacks specifically offering or advertising Internet or computer-related
goods and services. Examples: web hosting, web design, spamware

¢ Political Messages advertising a political candidate’s campaign, offers to donate money
to a political party or political cause, offers for products related to a political figure/cam-
paign, etc. Examples: political party, elections, donations

e Spiritual E-mail attacks with information pertaining to religious or spiritual evangeliza-
tion and/or services. Examples: psychics, astrology, organized religion, outreach

e Other E-mails attacks not pertaining to any other category.
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Regions of Origin

Defined:

Region of origin represents the percentage of messages reported coming from each of the
following regions: North America, South America, Europe, Australia/Oceania, Asia and Africa.

Global Claimed Region of Origin (90 Days)
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Percentages of Image Spam

Defined:
The total number of image spam messages observed as a percentage of all spam observed.

Internet E-mail - Percent Image Spam
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A trend line has been added to demonstrate a 7-day moving average.
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New Spam Techniques

Slanted & Warped Text

This approach is not much different than previous techniques, however rather than making
changes to individual characters within the text of the image, all of the text is slanted at
either an upward or a downward angle. This technique may decrease the detection capa-

bilities of some anti-spam technologies that are heavily reliant upon OCR (Optical Character
Recognition) or edge detection.

CANADIAN MINERALS ARE AN 'LMT&'PPED}I MARKET!
IWRS 15 HERE TQ DIG QUT THAT GOLLM!

Company: IRWIN RESOURCES INC ( Other OTC: IWRS .PK)
Symbol: 1 W RS

Trading at: 0.9%% F 11.11%)

5-Day Est: $3.50

1y Target Est: $15

Market Indicator: Bullish

GET OM THIS BANDWAGON NOW!
OUR LAST FEATURE GAINED 200% IN A WK!




New Spam Techniques

Casino & Image Spam Goes Global

Until recently almost all casino spam was in English. The month of February saw a recent
surge of casino spam where single attacks were localized to several different languages
including German, Italian and French. Likewise there has been a steady increase in image
spam for multiple non-English languages. Although not new, these attacks demonstrate a
growing localization of spam. In addition, these types of spam messages offer no new chal-
lenges to most anti-spam technologies.

Sample Italian Casino Spam Message

| migliori giocatori giocano solo a Vegas, e i Migliori Bonus li troverete solo al
Vegas VIP Casino!

200% sul primo deposito, 100% sul secondo e il terzo deposito, e come ciliegina sulla
torta, 155% sul vostro quarto deposito!

Per un totale di ben 555€ di Bonus di Benvenuto!
Questo ed altro vi attendono al favoloso Vegas VIP Casino, dove si ritrovano i migliori!

http://www.vegas555.net/lang-it/

Sample Russian Image Spam

HANWYHLIM M EEZHANMUYHELIA PACYET

Hepnrbib CROCOD CHAZATD IFATRATHNHG Cofep ianide Balllero
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Sample Chinese Image Spam
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Sample Brazilian Portuguese Spam Image

OPORTUNIDADE ESPECIAL !!!

OAENRE,

LANCAMENTO

LINHA 2007

¥FXCOMPUTADOR SILVER FLAT* %%
*Processador Intel Celeron D -2.13 ghz
*Plataforma onn board som/ red/ vd
*Gabinete L slim

*Winchester 80 gb 7200 rpm

*Memoria 256 ddr 400

*DVD RW

*Drive flopy 1.44

*Pl video integrada

*Som integrado

*Rede 10/100 integrada

*Teclado abnt IT

*Mouse scroll

*Sistema operacional Windows Starter Edition
*Monitor LCD 15" preto / prata
*Equipamento certificado Iso 9001 / HCL Micosoft / Inmetro / Epa /
*Fabricante Epcom

IMPERDIVEL A VISTA R$ 1 .499,00

(CONSULTE FORMAS DE PARCELAMENTO, TEMOS UMA QUE SE ADEQUA AQ SEU ORGAMENTO)



