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Executive summary

" 1 " ! E S
Symantec Internet Security Threat Report &
ny - " &
)} T & " "
w oo & " " " "
# & & "
*8 + "
i, b " " b
— #
" " /
& " & #
& b " "
" & " & " " "
& " #
0 & Y0 & "
" 1 & )} b &2 = " — "oy
4 54161 " &
" 4 b " 7 b
3
i 8
9 i 9 - #
9 " " " ;1 3 &
< bz b 9 - b )} #
& b "
"ot
1 Introduction
& - & & "
/ " " "= " "
v " 8 ¢
t > " b & b
=& #
, & b " = " "
1 8 b " 3 8 & #
? & b & & " #
0O % 4 " = b
1 b 7 "
¥ 0 4 b &4 B
b A | * +
& b " 0 b
i 0 & b
" ] "
3



)

>

$
8

1 DB )

1 8

L "

b



15 46C3
" &
E ¢
)
B
) 3
1 "
; "
" f
A 8
"9 ¥
2 Datasources
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3 Aggregate Phishing Statistics
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Table 1: Blocked and unique phishing attempts (Source: Brightmail data)

Month

Blocked phishing Attempts

Unique Phishing Emails

Table 2: Blocked and unique phishing attempts (Source: Brightmail data)



Statistic Blocked Phishing Attempts Unique Phishing Emails

Table 3: Descriptive statistics for Apr 1, 2006 to Sep 30, 2006 phishing data (Source:
Brightmail data)
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Figure 1: Unique phishing emails by month (source: Brightmail data)
= & & # 0 oo
7 1& i, b . " &

- # " - " 1614C -3
- 16 146D .3 ! "

& AB Di $ O b ;iC
L #

Day of Week Blocked Phishing Attempts Unique Phishing Emails



3# #
2. #
4 #
#

Table 4: Day of week breakdown - Apr 1 to Sep 29, 2006 (Source: Brightmail data)

Locations of phishing servers
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Table 5: Top 25 countries that host phishing servers (source: Norton Confidential data)

5 Trends in attack targeting: unique brands and email reach
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Figure 2: Unique brands phished per month (source Norton Confidential data)

Month Unique Brands Phished



Table 6: Number of unique spoofed brands each month (source Norton Confidential data)
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Figure 3: The ratio of blocked attempts to unique phishing attempts over time for

capturing aggregate scattering level of phishing campaigns and trend line
(source: Brightmail data).

6 Spoofed brand industry segmentation
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Table 7: Highest ranking spoofed brand by sector (source: Norton Confidential data)
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Table 8: Number and percentage of spoofed brands across industry sectors
(source: Norton Confidential data).

*0

0

5% !

8 #(

%0 - %#

Figure 4: Industry breakdown of spoofed brands outside financial sector (source: Norton
Confidential data).

7 Geographic Segmentation of Spoofed Brands
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Table 9: Number of spoofed brands associated with a given country and the percentage of
phishing sites associated with those brands (source: Norton Confidential data)

8 Local banking brands
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Factor Correlation with percent phishing sites
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Table 10: Correlation between the percentage of phishing sites spoofing a state-specific
brand and other characteristics (source: Norton Confidential data, US Census data)



# Local brands % Phishing
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Table 11: Number of local brands spoofed and percentage of phishing attacks
on these brands broken down by state (source: Norton Confidential data)
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Figure 5: distribution of phishing attacks spoofing state-specific local brands
(source: Norton Confidential data).
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Appendix: Data biases
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