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Objectives of the Lab

• Understand the requirements of Intel® vPro™  
technology Enterprise Provisioning

• Demonstrate the bare-metal remote 
configuration processconfiguration process

• Configure delayed provisioning or agent initiated 
remote configuration

��� �

�������	��
���������
�
�������	�����������������	��
���������
�
�������	�����������������	��
���������
�
�������	�����������������	��
���������
�
�������	����������
���������������������������������
��������������������������������������������
��������������������������������������������
��������������������������������������������
�����������



First – a few questions
• How many attended the Intel® vPro™ 

operations course on Tuesday?

• How many have provisioned or configured 
Intel® vPro™ technology?

• Why must Intel® vPro™ technology provisioning 
occur “out-of-band” from the operating system?

• Bonus - What are the main criteria for enterprise 
provisioning to complete?

• Bonus – What is the optimal environment or 
situation for provisioning? ��� �



Provisioning Overview

• Enterprise Provisioning allows for 
– Complete configuration options of Intel® vPro™
– Centralized management via provisioning service

• Core criteria must be met• Core criteria must be met
– Authentication of the management engine and 

provisioning service
– Configuration parameters
– Mapping of the client’s FQDN and UUID

• Once the infrastructure is setup, the provisioning 
process can be automated
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Best Practices for an Altiris environment

Recommended:
• Client system identity defined (e.g. FQDN)
• Altiris client agent installed and registered
• OOB Discovery enabled
• Resource Synchronization configured\enabled• Resource Synchronization configured\enabled
• Method to resolve the ProvisionServer IP 

address

Short list of additional considerations:
• Network infrastructure, Altiris NSserver

infrastructure, Client deployment method
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Enterprise Provisioning States
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Enterprise Provisioning Process Summary
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Remote Configuration Overview

• Enables “touch-less” Intel® vPro™ provisioning
– Supported by Intel® AMT 2.2, 2.6, and 3.0 
– Pre-shared key approach still available

• Utilizes provisioning certificate and hashes• Utilizes provisioning certificate and hashes
– Root certificate hashes loaded in client firmware
– Provisioning certificate loaded on Altiris NS

• Infrastructure dependencies
– DHCP option 15
– Method to locate the Altiris “ProvisionServer”
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Main steps of the lab:

• Configure the Altiris OOBM provisioning settings
– First “agent-less”, then “agent-initiated” settings

• Import and Load the VeriSign provisioning 
certificate

• Monitoring provisioning process to completion• Monitoring provisioning process to completion

Optional items once system is provisioned:
• UnProvision and ReProvision the Intel® vPro™ 

client
• Perform operational use models from the 

previous lab (occurred Tuesday afternoon)
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Summary and Call to Action:

• Provision Intel® vPro™ technology today
– Realize the value of the technology
– One time setup of infrastructure

• Remember the core provisioning criteria• Remember the core provisioning criteria
– Authentication, configuration parameters, 

mapping of UUID\FQDN

• Utilize online community resources
– Altiris Juice – http://juice.altiris.com/intel
– Intel® vPro™ Expert Center –

http://www.intel.com/go/vproexpert 
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Thank YouThank You
Symantec and ManageFusion are registered trademarks of Symantec in the U.S. and in other 
countries. The other company names or products mentioned are or may be trademarks of their 
respective owners. 
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How to obtain a provisioning certificate?

• Default providers: VeriSign, GoDaddy, Starfield, 
and Comodo

• Generate a Certificate Signing Request (CSR) 
via OpenSSL or Microsoft IIS

• Include business details and identity information• Include business details and identity information
• Once approved, retrieve certificate and ALL 

certificates in the chain (refer to vendor)
• Import into the Local Computer Certificate Store
• Use the Loadcert.exe utility to associate to the 

provisioning service
• More resources on Intel® vPro™ Expert Center 

and Altiris Juice  
(http://juice.altiris.com/node/3866) 4�4�4�4�



Must ProvisionServer DNS record exist?

• Technically – no.  For complex environments 
and situations, preference to not utilize

• Method of locating the ProvisionServer or 
provisioning service is required
– DNS entry of ProvisionServer– DNS entry of ProvisionServer
– RCT.exe tool to direct hello packets

• If ProvisionServer DNS record removed, must 
compensate for previously automated events
– OOB Task Agent for Delayed Provisioning
– Partial UnProvision situations
– Bare Metal Remote Configuration attempts



Remote Configuration Certificate

• X.509 Digital Certificate - Server Authentication
• Must have either

– Certificate OID = 2.16.840.1.113741.1.2.3
– Certificate OU = Intel(R) Client Setup Certificate

• Must have DNS context set in subject field• Must have DNS context set in subject field
– Connection to the network DHCP option 15

• Must be issued by a trusted Certificate Authority
• Maximum encryption key size of 2048 bits
• Thumbprint (e.g. certificate hash) of root 

certificate MUST be loaded in client firmware
• Imported to Local Computer Store which is 

accessible by the AMTconfig service account
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Root Certificate Hashes
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Default Certificates Supported
• VeriSign Class 3 Primary CA - G1

– Operational Period: Mon Jan 29, 1996 to Tue Aug 01, 2028
Certificate SHA1 Fingerprint: 742c 3192 e607 e424 eb45 4954 2be1 bbc5 3e61 
74e2

• VeriSign Class 3 Primary CA - G3
– Operational Period: Fri October 1, 1999 to Wed July 16, 2036

Certificate SHA1 Fingerprint: 132d 0d45 534b 6997 cdb2 d5c3 39e2 5576 609b 
5cc6 5cc6 

• Go Daddy Class 2 CA
– Operational Period: Tue, June 29, 2004 to Thu, June 29, 2034
– Certificate SHA1 Fingerprint: 2796 bae6 3f18 01e2 7726 1ba0 d777 7002 8f20 

eee4

• Starfield Class 2 CA
– Operational Period: Tue, June 29, 2004 to Thu, June 29, 2034
– Certificate SHA1 Fingerprint: ad7e 1c28 b064 ef8f 6003 4020 14c3 d0e3 370e 

b58a

• Comodo AAA CA (Note: Applies to Intel® AMT 2.2 and 2.6 platforms only)
– Operational Period: Thursday Jan 01, 2004 to Monday Jan 01, 2029
– Certificate SHA1 Fingerprint: d1eb 23a4 6d17 d68f d925 64c2 f1f1 6017 64d8 
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