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Manage Fusion 2006
Hands-on-Lab Handout

Open Manage Client Administrator 3.0

Instructot:

Description:

At the end of this
presentation you
should be able to:

Notes:

Jordan Gardner — Dell Technical Strategist

The release of OMCA 3.0 included a new Dell specific client
solution, which allows you to configure, inventory, monitor
you Dell OptiPlex, Dimension, & Latitudes. This lab provides
hands-on experience on how you can use OMCA 3.0 to
manage your Dell Clients.

This lab assumes a prerequisite knowledge of basic
Microsoft networking skills/experience as well as some
experience with Altiris Notification Server.

Install the OMCA DCM Agent

Gather Hardware inventory of your Dell Clients
Gather BIOS inventory of your Dell machines
Monitor your Dell Client Hardware

Tie the OMCA solutions together to leverage each’s
functionality.

A brief presentation will introduce this lab session and
discuss key concepts.

Feel free to begin this self-paced lab using the instructions
on the next page.

Be sure to ask your instructor any questions you may have.

You can check off individual steps as they are completed.
The boxes to the left of the steps are for this purpose.

Thank you for coming to our lab session.




OMCA 3.0 — Hands On Lab n IEnEgE

Section 1: Install the Altiris Agent on the Dell OptiPlex Host

This lab will be different than other labs because we’ll be interacting with not just
another Virtual Machine, but he physical host that our Notification Server VM is

running on. We need to install the Altiris agent on the host machine in order to gather
Dell specific HW and BIOS information.

"1 1. In this exercise you will install the Altiris Agent on the host Dell OptiPlex.

a. Load the Altiris web console on Server ATRSNS6 by going to Start->All
Programs->Altiris->Altiris Console.

b. Once it’s loaded proceed to Configuration->Altiris Agent -> Altiris Agent
Rollout ->Altiris Agent Installation.

c.  On the Install Altiris Agent

The integration is not enabled by default. Also, if Recovery Solution is not
installed on the NS the integration checkbox will be grayed out.

d. Press Apply button to finish these steps.
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Section 2: Enable the Install the DCM Agent on the Dell OptiPlex Host

This section we will enable the appropriate policies to install the Dell Client Manager
Agent.

L1 1. In this exercise you will install Discover Dell Hardware and Install the Dell Client
Manager Agent.

a. Drill to Configuration-> Solution Settings -> Platform Administrator ->
Dell Client Manager -> Dell Client Discovery Policy Rollout -> Dell Client
Discovery Policy.

b. In the Right Pane, Click the Enable checkbox and click Apply.

c. Drill to Configuration-> Solution Settings -> Platform Administrator ->
Dell Client Manager -> Dell Client Manager Agent Rollout -> Dell Client
Manger Agent Install.

d. In the Right Pane, Click the Enable checkbox and click Apply.

Notice the collections to which this policies apply. You may change these
collections to target a specific group of Dell Clients (for lab or testing
purposes).

Once the Dell Client Manager Agent Install completes on the OptiPlex
host machine then we can start taking inventory and monitoring our Dell
Client Machines.
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Section 3: Enable the Hardware and BIOS inventory policies

Two separate inventory policies allow you to collect Dell Hardware and Dell BIOS

information. Administrators can define when these scans should occur, and can even
“wake up” powered off machines to perform the scan. In this section, you will explore

and enable the BIOS and Hardware Inventory Policies to collect inventory.

'] 1. Explore the Dell Client Manager Inventory Packages.

a. On the Tasks tab, drill to Platform Management->Dell Client Manager ->
Dell Inventory Policies.
b. Click on the Dell BIOS or Dell Hardware Inventory Package and in the right

pane click the Programs tab.

Dell Client BIOS Inventory Package
Package | Programs | Package Servers | sdvanced |

Erogram

|De|l BIOS Inventory

Marme: |De|l BIOS Inventory
Description: |Thi5 program scans and sends Dell client BIOS inventory,
Command line: ﬂOmcaCIientMDdule.exe —ﬁIe:BiDSInventDry.xmlj

Working directory: |

Success codes: |IZIJ 2|

Failure codes: I

Estimated disk space: |1024 Kh
Estimated run tirme: |5 minutes
Terminate after: |1IZI minutes

A blank value defaults to 260 (& hours),

A&fter running: |N|:| action required

Apply | Cancel | Update Distribution Points |

@ The Dell Client Manager sub-agent exposes Dell specific BIOS and

Hardware inventory properties via WMI. The OmcaClientModule.exe &
and answer files (BiosInventory.xml & Hardwarelnventory.xml) execute
the WMI queries and format the output to one .NSE which is forwarded
back to the Notification Server. The OmcaClientModule.exe query takes
only a few seconds to complete.

altiris
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] 2. Enable the BIOS Inventory Policy.

a.

On the Tasks tab, drill to Platform Management->Dell Client Manager ->

Dell Inventory Policies.

b. Click on the Dell BIOS Inventory Policy

C.

d. Click the Enable checkbox and click Apply.

In the Right Pane, change the Inventory frequency to every 1 minute.

1 3. Enable the Hardware Inventory Policy.

1 4. View the Inventory Status on the target computer.

a.

b. Click on the Dell Hardware Inventory Policy

C.

a.

On the Tasks tab, drill to Platform Management->Dell Client Manager ->
Dell Inventory Policies.

In the Right Pane, Click the Enable checkbox and click Apply.

On the Host machine (the Dell OptiPlex) — double click on the Altiris Agent

in the SysTray.

b. Ensure the appropriate “Options” (shown below) are checked

C.

#34 altiris Agent

Software Delivery

Application Tasks *
Mo kasks available

Package Description %

Package For the Migration
Porkal,

Options F3

v show scheduled kasks an...
W show internal tasks ...

v show expired packa. .

¥ show popup natificat. ..

¥ Enable bandwidth o, ..
[ EBlock netwaork acki, .

The HW and BIOS Inventory Tasks will be listed and should be complete.

altiris
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Section 4: Explore the BIOS and HW Inventory Reported |

The Dell specific inventory can be view in each Dell Clients Resource manager as well as
from the pre-canned reports. In this exercise we will explore the Resource Manager and
pre-canned reports.

1 1. View available Data Classes that Dell Client Manager creates.
a. Click on the Reports Tab.
b. Click the Dashboards = Dell Client Discovery and Installation Summary

c. Double-click the OptiPlex column in the dashboard graph (to drill into more
details). Another report will open.

d. Double-click the OptiPlex count graph.

e. In the list of OptiPlex computers, locate the HOST Computer. Right-click
and select “Resource Manager” from the context menu.

The Resource Manager of Dell Client computers running the DCM agent
will contain a Dell Client Manager Summary.

GXCLIENT O altiris:

Summaries asks AssS

290 Dell Client Manager Summary

7 Resource Manager System Summary Status

24 Collection Summary

Y0 cl Clicrit b anage: Surnmar ‘ )
4 Palicy Summary Model: OptiPlex GX620
2 Processing Summary = BIOS Yersion: AD1

3 Fiesource Summary

iations

Dell Client Hardware Status &

- System Global Status 3 = 0K
® Operating System Status 0K
3 System Summary Status 0K
Hard Disk Drive
PHYSICALDRIVED
Status: OK
Model: ST340014A5
Size: 37.25 GB
SMART Hard Disk Drive Serial Numbers
ST34001445 aMQ2670Q4
Fan Status
Fan O 0 = 0K
Fan 1 0= 0K

f.  Now click on the Inventory Tab of the Resource Manager.

g. Expand the Data Classes -> Dell Client Manager Inventory -> Dell Client
BIOS Settings Folder and Dell Client Hardware Inventory Folder. Note the
Chassis Intrusion Status, in the SMBIOS Settings data class.
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You can now see the available Data Classes that the Dell Client Manager
inventory scans populate. These are the actual table names within the Altiris
Database and can be used to create custom reports.

Summaries Inventory vents asks ociations
L O SMBIOS Settings
2 Data Classes = Current | Status
1 Basic lnventary
= 1 Dell Client Manager Inventony
= 3 Dell Client BIOS Settings
<» Boot Sequence
& Configuration. Property Value
3 gmg:gg *;ud'ﬁ i AutoOn 3 = Disakled
aralle
& SMBIDS Parts UGl !
& SMBIDS Serial ATA it Ol J
&> SMEBIOS Settings ChassisIntrusion 5 = Silent Enahbled
& Systemn Summary ChassisintrusionStatus 4= Not Detected
= 3 Dell Client Hardware [nventary Hyperthreading 3 = Enahled
g Emi E'Ijment BootSequence 2 = Unsupported
Achne Mermary . .
& Chassis Bu!lt!nFluppy 3 = Disahkled
& Disk Diive BuiltinNIC 5= Enahled
& DMA BuiltinFointingDevice 3 =Enahled
& Fan Onboard1394 2 = Unsupported
& Keyboard Wakeu _ .
; : pOnLAMN 7 = Enahled with boot to NIC
& Loglca! Disk PowertanagementSettings 2 = Unsupported
& Operating System
& Parallel Cantraller IDECaontroller 2 =Lnsupported
& Physical Memary PCISlots 4 = Enahled
& Phyzical Memary Array USBEmulation 4= Enahled
& Power Management Settings AGPSIot 2 = Unsupported
3¢ P[D.Cessm Mumlack 0= Unsuppaorted
& Serial Controller L -
irelessContro = Unsupporte
& SMARTDRIVE vire s el U= nesioorise
System Management Software Rows: 1to 27 of 27
guga Contlollegrl e [P i i Rows per paga: [All =]

1 2. Run pre-canned BIOS version report to create a dynamic collection.

a. From the Reports Tab, drill to Reports -> Platform Administration -> Dell
OpenManage -> Dell Client Manager -> BIOS Settings -> Systems with
Specified BIOS Version report

b. In the Right Pane, click “Run this report in a new window”

c. This report allows you to specify criteria to generate a very specific subset of
Dell Machines. Specify the following and click Refresh

Product Line: OptiPlex Desktops
Model: GX620

Operator: Older Than

BIOS Version: A03
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This report now lists only those OptiPlex GX620 machines that are running
BIOS versions older than A03. Creating a collection to use for a BIOS

upgrade from this report can be done in a single mouse click.

Systems with Specified BIOS Version

Product line: |OptiPIex Desktops j
Model: IGKE:EEI vI
Operatar. |Older Than j

BIOS Version: |403

Refresh |

BIDSVErsmn Froduct Line Computer Name Mudel[
OptiFlex Deskiops  GHCLIEMT GEZ0

] 3. Create a dynamic collection from the BIOS version report to be used later in a BIOS
upgrade policy.

a. From the report click the dynamic collection from report button

b ﬁMl{}{%}gﬁlm e
Systems with Specified BIOS Version

b. A new dynamic collection is created.

c. Rename the Collection to “GX620’s running older than BIOS A03”
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Section 5: Remotely upgrade the BIOS on you Dell Clients

The Dell Client Manger Solution allows you to remotely upgrade the BIOS on you Dell
Machines. To do this, you must first obtain the BIOS file from support.dell.com and
extract the .hdr file from it by using the “-writehdrfile” command. In this exercise we
will configure the BIOS Upgrade Policy.

1 1. Contfigure the BIOS Upgrade Policy

a. On the Tasks tab, drill to Platform Management->Dell Client Manager ->
Dell BIOS Policies.

b. Right-click = Clone the “Dell Upgrade Policy”

@ Cloning policies allows you to schedule separate policies and apply them to
multiple collections. For example you could have 1 BIOS upgrade policy
apply to your OptiPlex GX620s and another to your Latitude D600s

c. Right-click 2 Rename the cloned policy to “GX620 BIOS A03 Upgrade”

d. Highlight the renamed policy. In the right pane, click the Collection link.
(The collection browser will open).

e. In the collection selector dialog, select the collection we created in the earlier
exercise. Located in Collections -> Computer Collections -> My Collections
-> GX620’s running older than BIOS A03

Using the Collection which we created from the BIOS version report

@ ensures that the correct BIOS upgrade is applied to the correct machines.
Since our collection is dynamic, any GX620 machine running BIOS Version
older than A03 will automatically receive a BIOS upgrade.

f.  You can explore the scheduling options available when rolling out an

upgrade.

The BIOS .hdr files can be obtained from the Dell support website.

@ http://support.dell.com. This lab will not upgrade the BIOS on the
OptiPlex host as a BIOS upgrade requires a reboot and will force the
Notification Server VM to close ending the Lab.

g. 'This is the end of this exercise.
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Section 6: Remotely configuring BIOS Settings across your network

A ‘Dell BIOS Profile’ is a template of BIOS settings that you can assign to a collection
of computers. Machines included in the assigned collection will then assume those
BIOS settings defined in profile. In this section we will remotely configure BIOS
settings with BIOS profiles.

1 1. Create a BIOS profile by Importing Inventoried settings

a. Drill to Tasks = Platform Administration = Dell Client Manger = Dell
BIOS Profile

b. On the Dell Bios Profile folder Right click 2 New Dell Bios Profile

@ Dell BIOS Profiles can be created from scratch, by configuring any desired
options one at a time, or you can import existing settings from those Dell
Clients which have run the BIOS inventory scan.

c. From the Dell Bios Profile dialog, Click on Import, Click Find, Select an
inventoried Dell Client from the list. The inventoried BIOS settings are
imported into the BIOS Profile

You can modify any of the BIOS settings imported, such as the BIOS
Password, or Boot Order, or Force PXE on next Boot.

d. Save the BIOS Profile & Click Close
] 2. Create a BIOS profile by Importing Inventoried settings
a.  On the Dell Bios Profile folder Right click 2 New Dell Bios Profile

b. In the Dell Bios Profile dialog, check the “Chassis Intrusion Status”
checkbox and set the drop down list value to “Clear”

c. Save the BIOS Profile as “Clear Chassis Intrusion Profile” & Click Close
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[ 3. Rolling out your BIOS Settings Profile

a. Dirill to Tasks = Platform Administration = Dell Client Manger = Dell
BIOS Policies = BIOS Settings Policy

The BIOS Setting Policy allows you to select a BIOS profile and define a
@ collection to apply it to. One nice feature of using these Profiles is that
they’re model independent. You can capture the bios profile settings from a
Latitude D610 laptop and apply that profile to all your OptiPlex GX620
Desktops. Option not available on the machine BIOS will be ignored.

b. Select the Dell profile link, and choose the “Clear Chassis Intrusion Profile”
from the list of available BIOS profiles.

c. Ensure the collection is set to “All Supported Dell Client Computers”

The BIOS Setting Policy allows you to select a BIOS profile and define a
@ collection to apply it to. One nice feature of using these Profiles is that
they’re model independent. You can capture the bios profile settings from a
Latitude D610 laptop and apply that profile to all your OptiPlex GX620
Desktops. Option not available on the machine BIOS will be ignored.

d. Ensure the scheduling options are set to run ASAP and Click Apply.

e. Open the Agent Dialog on the HOST machine to watch the Dell BIOS
profile apply.
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Section 7: Monitoring your Dell Client Machines with Dell Client Manager

The Dell Client Manager allows you to monitor various items on you Dell Machines,
such as Chassis intrusion status, memory or disk changes, Operating System Status, etc.
In this exercise we will configure and enable the Dell Client Managers monitoring policy
and configure an Automated Action.

'] 4. Configure your Dell Client Monitoring Policy.

a. Drill to Tasks = Platform Administration = Dell Client Manger = Dell
Client Monitoring Policies.

b. Select the Dell Client Monitoring Policy

@ Notice all the available values and metrics that you can monitor.

c. In the Right Pane, Check the Chassis Intrusion Status checkbox and set the
values to:

W Chassis intrusion status |!—‘m}f j To |3—Detected j

For Monitor Agents, you have the ability to configure automatic actions if any

@ of these areas being monitored raise an alert. You can define a default action
for all triggered alerts, and you can override that default action for specific
monitored items

d. Next to the Chassis Intrusion status dropdown boxes, click the Automated
Action link:

Create incident,
Ernail ‘y

e. Ensure the “Create Incident” checkbox is checked and click on the to
edit the incident.

f. Edit ONLY the following properties of the incident (as shown below):
Assigned: Administrator

Status: Open
Category: Authorize Approve... Desktop
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/) Automated Action -- Web Page Dialog

Mame: Create incident

Description: |creates a new incident for the received Chassis Intrusion Alert

¥ Enabled

Type: MNew Incident Automated Action
Kesource Guid

%05 Resourcesuids

External ID: I Source: |

Assigned: lAdministratDr ;[] (e aT=Tet |——[autD]——
Priority: IﬂSﬁF‘ YI Status: l
Urgency: IHigh 'l Impact: IHigh VI

Category:[]...DesktDp LI]Type: IOther j

Notify rules:
[~ acknowledge contact

il
Ok I Cancel |

g. Click OK to close the “Create Incident” dialog.

h. (OPTIONAL): You may click the next to the “Email” automated action
to view the details of the email that will be sent when a chassis is opened.

L.

Click Apply to close the “Automated Actions” dialog.

Click Apply to set the changes to the Monitoring Policy.

altiris
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Section 8: Integrate Alert Manager (or Helpdesk) with Dell Client Manager |

DCM’s Monitoring Policy or any Notification Server Policy can create incidents in the
Altiris Alert Manager console. (Alert Manager is the free helpdesk console which is apart
of Notification Server which allows solutions to create incidents. The full Helpdesk
Solution provides the ability of end users and I'T administrators to create incidents). In
this incident we will integrate Dell Client Manager with Alert Manager by creating a
custom “Smart Task” which will link you to the actual Dell machines warranty and
support webpage.

1 5. Configure the Alert Manager Smart Task
a. Click on the Incidents Tab in the NS Console

b. In the left pane, create a new Smart Task by drill to: Admin = Tasks =
New Task (as shown below)

Altiris Console

Getting Started - Resources Feports - Ir_l
Admin = Tasks = List Tasks
=srCommands=——— —
. List Tasks
Incidents
|@dmir‘| P admin Report
Warkers  Categories > Ic
Hecents ¥ walidation Rules » 3 H
=irCommon tasks= Incident Rules » E
Find Incidents Routing Rules P o HDQUERY[[: H
Incident Queries Motify Rules p ¢ for WORKITEM H
Last = It . R otz far WORKITE H
ast Query Fesults sutomation Rules . Friday W
Retrieve Queued tTEISkS MllList Tasks
vl elars E-mail Templates ¥ (mew Task :1
. Fesource Types
Format for print ¥P Delete Tasks
i Y ;? Lookups cident H
Incident: I
* Import Admin Data i E
4/8/ 2006 12:57:05 PM Expart Admin Data oo W
[l =tl-1uM]

c. For Name enter: View Dell Support & Warranty Information

d. For Description (Optional) provide: This smart task, when clicked, sends you
to the appropriate support and warranty information page for the Dell
computer which created the incident.

e. For Consumer ID provide: Dell Client Manager
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f.  In the “Task is available:” section, select Created by worker from the drop
down list and click Add.

Taszk is available: | ‘.'-? i} 1} {!, *

When ALL of these are TEUE

zend:=

ated by waorker Add ]

g. Check the “When the value of ‘Created by worker:”” checkbox.
h. Set the drop down list value to: is equal to

1. Select Altiris Dell Client Manager from the drop down list (see below)

The condition is TELUE:
[ when the value of "Created by worker" changes
¥ when the value of "Created by warker":

is equal to j
altiris Dell Client Manager j

Mote: To make this condition be true only when the

j.  Click OK.
k. In the “When criteria are true:”, set the drop down list to Invoke a URL
1. For “Base URL:” supply the string:

http:/ /support.dell.com/support/topics/global.aspx/support/my_systems_info/en/details
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m. For URL parameters, we will supply 2 parameters:
i. Name: ¢ (€ The letter “c”)
i. Value: us
iii. Click Add

iv. Name: ServiceTag

v. For Value, select “Asset serial #” from the drop down list, then

vi. Click Add (See image below)

When criteria are true: III‘W‘DkE a3 URL j
Bace UL L http: /fsupport.dell.com/support/topics/global. aspr/support/my_systems_info/en/details J 5
URL pararneters:
Marme: I
Yalue: I {{llﬂsset serial # j
Add

[Name [Value

|

WORKITEM[managed_object_serial_number]

Rermouve |

n. Click OK to save the Task.

Now when any incidents are created from the Dell Client Manager Solution,

@ you will have a smart task available that will take you to the Dell support
website where you can view original configuration and warranty information
about the Dell computer that is associated with the incident.
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Section 9: Test the Dell Client Manager Monitor Policy

In this exercise we will test the Dell Client Manager monitoring policy by popping open
the chassis and checking helpdesk and our email for the triggered alert.

] 1. Perform a chassis intrusion
a.  On the host machine, open the box (special instructions should be given)
b. After the chassis has been opened, reattach the chassis.
] 2. Check your Helpdesk console for the triggered Incident
a. Click on the Incidents tab
b. In the left pane, select Incidents = Worker Report
c. In the right pane, click on the All Incidents assigned to me: link

d. The incident should be listed (see below)

[ler 7
ﬁIW—WWWI

Dell Client Manager: Chassis Intruzion Alert Adrminiztrator

e. Double click on the “Dell Client Manager: Cassis Intrusion Alert” incident to
view the details. Notice the “Smart Task” which will take you to the Dell
Support website.

f.  Read through the incident to see what was sent from the DCM Solution,
notice the smart task (displayed below)

Tasks:
s [ell Support and Warranty Information {Altiris Dell Client Manager)

Notice: A smart task is available that will take you to the Dell support
website where you can view original configuration and warranty information
about the Dell computer that is associated with the incident.
] 3. Check your email for the triggered email
a. From the Start menu, or quick launch bar, open Outlook Express

b. If no emails appeat, click the Send/Receive button

c.  Open and read the automatically generated email.
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Notes:
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