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Disaster Recovery Research

2009 Results: North America



Methodology

A Applied Research performed survey
AJune 2009

A 1,650 worldwide responses

I 350 in North America

I Organizations with at least 5,000
employees worldwide

I With DR plans

I Enterprise IT involved with DR
management
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Key findings

A Cost of downtime is significant

AIT becoming more critical business function

A Business requirements for IT are increasing

ADR budgets expected to be flat in 2010

A Executive involvement higher than last year

ADR testing increasingly impacts customers and revenue
AVirtualization changes how organizations approach DR
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Significant cost of downtime

A Cost per incident averages $500,000
i Median can be up to $900K in North America

AMedian of 3 hours for skeleton operations, 4 hours for full

operations

A 90 percent of organizations
have had to execute on
DR plans

Under what circumstances have you had to
actually execute your disaster recovery plan,
either in full or in part, excluding drills/tests?

(Select all that apply)

0%

=

20% 40% 60% 80% 100%

Natural disasters, e.g. fire, flood 51%

|

!

Man-made disasters, e.g. war and terrorism

Computer system failure, i.e. hardware and software 60%

|

External computer threats, e.g. viruses and hackers

|

Malicious employee behavior

!

Userfoperator error 41%

i

Configuration change management issues

IT problem management

Data leakage or loss 39%

Il

Power outage/failurefissues 47%

Configuration driftissues (storage configurations,
database setup, optimization, etc.)

|

i

Never
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IT becoming more critical

A 60 percent of applications deemed mission critical
I 56 percentin 2008

ADatabase servers most covered by DR plan (70 percent),
followed by applications (65 percent) and web servers (63

pe rce nt) Which of the following technology types do
you have, and which of them are covered by
the DR plan?
(Select all that apply)

0% 20%  40%  60%  80% 100%

0
Database servers %

Applications (ie ERP, etc.)

Email

Web servers

®Have in Organization

Desktop environment it BCovered by DR Plan

Laptop environmen t

Mobile technology such as handheld
devices
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DR budgets expected to be flat in

2010

A 66 percent believe budgets will be staying the same in 12
months

AWith IT needs increasing and budgets holding steady, more

will need to be done with less In your opinion, which of the following best
describes your disaster recovery budget?
A29 percent Say budgets WIII o BDecreasing BStayingthe same  Blncreasing

Increase

n six months In 12 months In 18 months Intwo years
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Executive involvement growing

ACIO / CTO/ IT director involvement is rising.

I 2008, involved in 46% of DR committees
I 2009, involved in 67% of DR committees

Which of the following people are on your
organization's disaster recovery committee?

(Select all that apply)
0% 20% 40% 60% 80% 100%

Chief Executive Officer (CEO) 39%

]

Chief Financial Officer (CFO} 27%

i

Chief Information Office (CIO)/ Chief Technology

Office (CTO)/IT director 67%

I

Chief Security Officer (CSO) 38%

o
2
®

Other directors

]

Line of business executives/managers 20%

1

Divisional / departmental IT manager 39%

|

Systems /infrastructure manager 27%

i

| 1

MNon-IT senior managers 10%

LJd

External consultant 4%
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DR testing impacts customers and

revenue

A 39 percent claim that DR testing impacts customers
I Up from 37 percent in 2008

A 21 percent claim that DR testing impacts revenue
I Down from 24 percent in 2008

A Additionally, one in four tests fail
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