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Symantec Network Access Control is an end-to-end solution that securely controls access to corporate
networks, enforces endpoint security policy and easily integrates with existing network infrastructures.
Regardless of how endpoints connect to the network, Symantec Network Access Control discovers and
evaluates endpoint compliance status, provisions the appropriate network access, provides automated
remediation capabilities, and continually monitors endpoints for changes in compliance status. The
result is a network environment where corporations realize significant reductions in security incidents,
increased levels of compliance to corporate IT security policy and confidence that endpoint security
mechanisms are properly enabled. To help speed the return on your investment, Symantec also provides
a range of consulting, technical education and support services.

e Endpoint Compliance Checking — Helps prevent security outbreaks and protect critical business
assets by enforcing endpoint security policies to ensure employees and guests that are attempting to
access the corporate network meet minimum security standards and policy requirements.

e Limit Guest Access — Prevents unauthorized guests, contractors, partners, temporary workers,
wireless and remote users from accessing the corporate network.

e Discover Endpoints — Automatically discovers devices as they enter the network to verify that they
are managed and compliant.

e Enforcement Options — Customers may choose from various enforcement options that best suit
their network, including: LAN (802.1x), DHCP, Gateway and Self Enforcement.

e Auto-enforcement and Remediation — Reduces time and resources required to remediate non-
compliant endpoints.

e Endpoint Evaluation Options — Evaluate both managed and unmanaged endpoints by choosing
between persistent agent, dissolvable agent and/or non-agent based scanning options.

e  Operating System Neutral — Comprehensive scanning of various endpoint types regardless of OS.

e Network Hardware Neutral — Deploy now and save time and money by not having to upgrade
existing networking components.

e Central Monitoring and Reporting — Simplifies endpoint security administration and provides
operation efficiencies such as single software updates, single policy updates, unified and central
reporting along with unified licensing and maintenance.

e Symantec Endpoint Protection Integration — Symantec Endpoint Protection is NAC ready and can
be easily turned on when purchased.
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