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Agenda

1. Compliance Challenges and Why Traditional Security 
Monitoring is NOT Sufficient

2. Best Practices for Achieving PCI Compliance

3. Symantec Log Management Service

4. Closing



Compliance Challenges and Why Traditional 

Security Monitoring is NOT Sufficient

Threat Environment

Targets confidential information 

Security Monitoring

Requires new approach driven by 
increasing regulatory demands to 
protect customer data

Source: *Internet Security Threat Report, April 2008



ISTR XIII Key Trends

Malicious activity 

targets end-users 

not, computers

ÅClient-side 

vulnerabilities

Å Phishing attacks 

using social 

networks

Malicious activity has 

become primarily 

Web-based

Å Significant increase 

in site specific 

vulnerabilities

Å Attackers target 

social networks and 

trusted sites

Mature Underground 

Economy

Å Specialized 

production and 

provisioning

Å Outsourcing

ÅMultivariate pricing

Å Flexible business 

models 

Rapid adaptation to 

security measures

ÅRelocating operations 

to ñsafe havensò  -

countries with less 

developed 

infrastructures

Å Adopt new tactic more 

rapidly and more often 

Threat Landscape


