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Remote Usage And Management Of Corporate Network

Executive Summary

Methodology

A total of 300 on-site interviews were conducted in Atlanta’s World Congress Center on September 26, 2000.   A sample size of 300 has a margin of error of +/- 5.7%.

The interviews were conducted among chief security officers, directors of security, CIO’s, IT directors, IT managers, network managers, and network administrators in attendance at the trade show.

Key Findings

Attendees at the trade show indicated the following:

· 93% have remote or mobile users accessing the corporate network, and 74% of these users are on broadband connections (mostly DSL);

· One third have anti-virus security for remote users and 30% have separate dial-in usernames and/or passwords;

· 75% have personal firewalls, and almost half update firewall rules every two weeks;

· Most often, firewall rules are updated manually (45%) or automatically from a central console (31%), and 79% indicated this is effective;

· Within the last month, about 40% reported someone tried to infiltrate the corporate network through a remote user;

· About 57% indicated users download software without IT approval;

· Management of remote systems is fairly evenly distributed among waiting until the remote user is in the office (29%), having the remote user send system to office (23%), and on-site visit to end-user (29%).;

Detailed Findings

Do you have remote OR mobile users accessing the corporate network?

	Remote or mobile users accessing network
	%

	Yes
	93.00%

	No
	7.00%


Are these users on broadband connections?

	Broadband connections
	%

	Yes
	74.70%

	No
	25.30%


IF YES, What type of connection do you have?

	Type of connection
	%

	DSL
	42.60%

	Cable
	28.50%

	ISDN
	28.90%


What type of security do you have in place for remote users?

	Type of Security
	%

	Separate dial-in usernames and/or passwords
	30.40%

	Anti-virus
	33.00%

	VPN solution to secure the communications
	21.50%

	Desktop firewall solution to protect remote users
	15.10%


Do you have personal firewalls in place?

	Personal firewalls
	 

	Yes
	75.30%

	No
	24.70%


How often do you update firewall rules?

	Frequency of updating firewalls
	%

	Everyday
	12.20%

	Once a week
	20.50%

	Once in 2 weeks
	16.10%

	Once a month
	22.80%

	Once in 3 months
	9.40%

	Once in 6 months
	8.30%

	Once a year
	3.90%

	Less often than once a year
	2.80%

	Not at all
	3.90%


What method do you use to update firewall rules?

	Method to update firewall
	%

	Manually
	45.00%

	Automatically from a central console
	31.20%

	Automatically/other method
	17.70%

	Other
	6.20%

	Total
	100.10%


Is this effective?

	Effectiveness
	%

	Yes
	79.00%

	No
	21.00%


In the last month, how many times has someone tried to infiltrate the corporate network through a remote user?

	Number of times network has been infiltrated
	%

	0
	61.50%

	1
	14.00%

	2
	11.20%

	3
	7.70%

	4
	2.10%

	5
	3.50%


Do users download software without IT approval?

	Download software without IT approval
	%

	Yes
	56.70%

	No
	42.30%


How do you manage remote systems within the organization?

	Management of remote systems
	%

	Wait until remote user is in the office
	28.60%

	Have remote user send system to office
	23.00%

	On-site visit to end-user
	28.90%

	Use a management system
	17.10%

	Other
	2.40%


What is your job title?

	Job title
	%

	Chief Security Officer
	11.30%

	Director of Security
	8.30%

	Chief Information Officer
	13.00%

	IT Director
	21.00%

	IT Manager
	14.70%

	Network Manager
	15.30%

	Network Administrator
	16.30%
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